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About MIL-STD Hardness Surveillance and SARA
Scientific Applications and Research Associates, Inc. (SARA) offers a Shielding Effectiveness Automated Monitoring 
System (SEAMS) designed to provide remote automatic or commanded hardness surveillance measurements to 
assess the status and possible degradation of a shield over time. 

Critical military, government, and civilian assets – particularly critical communications, are often required to be High 
Altitude Electromagnetic Pulse (HEMP) survivable. Assessment of low-risk, high-confidence HEMP survivability, 
based on testing, documentation of hardening, and inspections are described in MIL-STD-188-125-1, Appendix A. 
The MIL-STD outlines the performance requirements of a HEMP-protection subsystem by specifying the allowable 
leakage of external fields through the shield and penetrations, called the Shielding Effectiveness (SE).  In addition, 
periodic testing must be conducted to ensure that the protection remains adequate, called Hardness Surveillance. 
MIL-STD-188-125-1, hardened systems also are normally equipped with a Shielding Effectiveness Leak Detection 
System (SELDS), which can monitor SE but may not fulfill all of the requirements of Appendix A SE measurements. 
SEAMS is a SELDS system. These systems are intended to provide detection of either faults or degradation to the 
shield through regularly scheduled hardness surveillance measurements. 

Product Overview

SARA has developed SEAMS to provide a fully automated hardness surveillance system, fulfilling the MIL-STD SELDS 
requirement. SEAMS is capable of nearly continuous monitoring of a shielded enclosure. It operates automatically 
or in a commanded mode to report those measurements in an easy-to-interpret, chronologically stamped data 
format over a standard IP network 
infrastructure. 

SEAMS is a highly customizable SELDS 
that can be tailored to meet almost 
any need. It can be configured in size 
and was designed as a permanent 
installation in standard telecom 
or server cabinets, controlled by a 
host computer running the SEAMS 
Measurement and Reporting 
Software (SMaRS). The system 
can also be modified to operate as 
an “on the shelf” system. SEAMS 
operates at 120 VAC. Depending on 
the RF noise environment a larger 
amplifier can be installed. A single 
SEAMS system can measure up to 16 
antenna pairs, allowing for a variety 
of SE measurement configurations in 
different shielded enclosure sizes.

All SEAMS units include a 1 year limited 
warranty, operations manuals, installation recommendations, and optional on-site training at customer facilities. 
Each system is fabricated and tested in Colorado Springs, CO.

SEAMS Overview
Introduction

Figure 1: SMaRS graphical user interface
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Theory of Operation
Each SEAMS product is comprised of a transmit (TX) and receive (RX) unit, placed on either side of the shielded 
enclosure to be monitored. The TX unit, on the inside of the enclosure, broadcasts a signal to one of its connected 
antennas, which transmits into free space. The RX unit, outside the enclosure, is connected to an antenna which 
receives the part of the signal that leaked through the enclosure. SEAMS sweeps the enclosure from 10 kHz to 1 GHz. 
A SEAMS block diagram containing principal components and showing a typical operating configuration is given in 
Figure 2.

The primary internal components of SEAMS are the Vector Network Analyzer (VNA), RF Amplifier, Low Noise Amplifier 
(LNA), and local control PC.  The local control PC operates on Windows 10, commanding all internal components. The 
PC can be optioned as STIG-compliant. 

The VNA output drives the internal systems antenna (through a 100 mW 30 dB amplifier). The difference between the 
in-situ measured external RF signal and the calibration signal (previously recorded) provides a measurement of the 
effectiveness of the shield (expressed as a ratio in dB).

The local control PC is connected to a master host PC, shown in Figure 3, and is ultimately commanded remotely via 
a controlled network interface.

Product Description

Figure 2: Simplified SEAMS block diagram
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System Features

SEAMS can support manifold optional features that expand the system’s base functionality. The additional optional 
features include physical security hardness upgrades, out-of-the-box STIG compliance, and a multitude of external 
hardware monitors. In addition to the current list of optional features, SEAMS has multiple internal I/O’s that can be 
configured, at the time of order, to suit the customer’s needs. 

The physical security hardness upgrades include tamper prevention and tamper indicators. To prevent tampering, 
the systems are sealed with tamper-prevention hardware. Additionally, any USB or network port that is not actively 
communicating is disabled. For example, when the PC is not currently communicating with the vector network 
analyzer, the COM port for the VNA is disabled by the host PC. Also, if the host PC does not detect the proper 
devices on the proper COM ports, it disables all COM ports and notifies the user.

Product Description

Deployment and Control
SEAMS is intended to work with an independent “host control/scheduling” computer. The host control computer runs 
the SEAMS Measurement and Reporting Software (SMaRS) whose primary function is to schedule measurement 
sweeps, and report data and status information from a network deployment of SEAM systems. An example interface 
is shown in Figure 1. SMaRS is designed to run on any Windows 10 computer with limited hardware requirements. 
SMaRS can manage several independent SEAMS products, displaying status of the systems and cabinets as well as 
providing historical reports of the cabinet’s SE metrics from an easy to use GUI. The following block diagram depicts 
a fully operational deployment of SEAMS systems including external antennas and a host control PC running SMaRS.

Figure 3: Typical SEAMS network deployment
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Options

SEAMS / Antennas Standard Models
Model Features
SEAMS • MIL-STD Compliant                             

• 100mW TX Power
• Each System Monitors Up to 16 Antenna Pairs

SMaRS Software • Customized SEAMS Control Software
•SMaRS-enabled host controller can run several individual SEAM Systems 
simultaneously

HF-SA-6E • Compact                                                    
• Magnetic Mounts Available

HF-SA-17l • Improved Frequency Response
• Articulating Mounting Stands Available

SEAMS Hardware Options
Option Description
Peripheral Hardware 
Monitors

• Reports current and voltage measurements of other equipment inside the shielded 
enclosure

Canary Diagnostic 
Antenna Pair

• TX/RX antenna pair performs real-time system health checks

External Sweep Pause 
Button

• Pauses any sweep in progress

Door Open Interrupt 
Switch

• Alerts host when enclosure doors are opened
• Automatically cancels current sweep

Custom I/O Monitoring • Monitors state of user-defined input/output devices

STIG Compliant PC • TX control PC meets STIG compliance requirements

Tamper Indicator 
Security Upgrades

• Tamper prevention and notification
• Alerts host when system is opened or moved

*SEAMS is highly customizable and built to suit customer needs. If you have a request for an option that is not listed, 
please do not hesitate to inquire.

SEAMS Software Options
Option Description
Basic Email Capability • Daily email reports of test site performance

Testpoint Map • Generates a 3-D map of labeled test points (TX/RX antenna pairs) and their locations 
relative to the test site
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Features

Optional Peripheral Monitors

Control PC Connections

Test In Progress Indicator

16 Antenna Pair Support

RF/Data Fiber Connectors

Optional Diagnostic Antenna

Front Panel Pull Handles

External Sweep Pause Button
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Specifications

Data Sheet

Table 5: Standard Input/Output Connectors

Connector Model Type
Optical Transmit & Receive 2x Duplex LC

RF Transmit & Receive 16x SMA (F)

Computer Transmit 2xUSB 2, 1xLAN

Video Transmit 1xHDMI

Table 2: Electrical

Parameter Value
TX/RX System AC Input 120 VAC, 60 Hz

TX RF Output Power 20 dBm

Max RX RF Input Power -20 dBm

Frequency Range 10 kHz - 1 GHz

Supported Antenna Pairs Up to 16

Table 1: Environmental

Parameter Value

Operational Temp. 5°C to 40°C

Storage Temp. -45°C to 55°C

Max Humidity 90% at 25°C

TX Power Consumption 19 W

RX Power Consumption 19 W

Table 4: Physical

Model Dimensions Weight

Transmit System 19.75” x 19” x 3.5” 25 lbs

Receive  System 19.75” x 19” x 3.5” 25 lbs

HF-SA-6l Antennas 7.5” x 7.5” x 1” 2 lbs

Table 6: Optional Input/Output Connectors

Connector Model Type Max Input
Voltage Monitor Transmit Screw Terminal 250 VAC/50 VDC

Current Monitor Transmit Clamp Probe 10 A

Table 3: Maximum Dynamic Range (well-shielded/low--noise environment)

Frequency Range Dynamic Range
10 kHz - 100 kHz > 60 dB

100kHz - 1 GHz >100 dB

*Maximum dynamic range possible is dependent upon environment noise
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Contact Us
For more information, please call or email SARA Inc.
Phone: 719-302-3117
Email: seams_support@sara.com
Website: www.sara.com

Contracts:
Shari Dougherty, Contracts Manager
Telephone: 719-466-8948
Fax: 719-597-5589
Email:  SDougherty@sara.com

Technical Questions:
Brandon Driver
Telephone: 719-302-3117
Email: bdriver@sara.com
Greg Edmiston
Telephone: 719-302-3117
Email: gedmiston@sara.com


